ABSTRACT OTP(One Time Password) is a user authentication using secure mechanism to authenticate each other in a way to generate a password, an attacker could intercept the password to masquerade as legitimate users is a way to prevent attacks. The OTP can be implemented as H/W or S/W. Token and card type OTP, implemented as H/W, is difficult to popularize because of having problem with deployment and usability. As a way to replace it implemented as S/W on Mobile or PC is introduced. However, S/W products can be target of malicious attacks if S/W products have vulnerability of implementation. In fact, FSA said the OTP implemented on a mobile have vulnerability of implementation. However, the OTP implemented on a PC have no case about analysis of vulnerability. So, in this paper derive security review and vulnerabilities analysis of implemented on a PC.
S/W

PC에 탑재된 OTP 보안 검토사항
={0x9A,0xC2,0x09,0x22,0xB0,0x54,0x31,0x6B,0xE2,0x38, 0x42,0xA5,0xBC,0xA7,0xD6,0x9F,0x00,0xD1,0x12,0x00, 0x9A,0xC2,0x09,0x22,0xB0,0x54,0x31,0x6B,0xE2,0x38, 0x42,0xA5,0xBC,0xA7,0xD6,0x9F,0x29,0xF6,0x9D,0x77}; //암호화된 마스터키 정보 unsigned char ciphertext1[16]={0xF3, 0x12, 0x47, 0x34, 0xD7, 0x0F, 0xA7, 0xB3, 0xF0, 0x23, 0x12, 0xDB, 0x64, 0x4D, 0x51, 0x3F}; unsigned char ciphertext2[16]={0x9C, 0xEC, 0xD9, 0xB3, 0x0A, 0xA7, 0x04, 0x63, 0xCD, 0xB8, 0xDE, 0x41, 0x04, 0x1A, 0xB0, 0x28}; unsigned char ciphertext3[16]={0xB7, 0xC3, 0xF1, 0x83, 0xEF, 0x55, 0x8B, 0x08, 0x04, 0xAD, 0x23, 0x4F, 0x82, 0xC0, 0xFE, 0x3E}; //마스터키 저장 위치 unsigned char plaintext 
